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Introduction
Programs such as Autopsy combine the individual tools to 
analyze multiple sources and artifact types at once.  This 
program shows the artifact, metadata (including 
creation/access/modification dates), hash values, and specific 
paths.  While this tool is convenient, it is still important to 
remember to validate the results. 

After learning about the different sources of information for a 
forensic investigation and the programs utilized to analyze 
said information, there was an opportunity to work 
backwards and create an investigation for students to 
participate in. 

Context: lab equipment has been stolen from the University 
of Nevada, Reno

Question: put together a timeline of what happened leading 
up to the investigation and identify what was stolen using a 
USB that was found at the scene of the crime

Any tool that is used must be verified in order to be used in a 
forensic investigation.  Multiple tools and hashing can be 
utilized to ensure the validity of said tool. 

Investigation

Documentation
The documentation can be done in a variety of ways.  First, 
the investigator can keep a spreadsheet of all of the artifacts 
and the information that was recovered.  From there, a 
timeline can be created illustrating when different events 
took place based off of the information found in the 
spreadsheet. A final report can be written specifically 
outlining the steps, programs utilized, and findings. 

Classroom Application
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Examples of Forensics Tools

Data 
Collection Examination Analysis Reporting

Digital forensics requires an investigator to go through 4 main 
steps:  collecting the data, examining it, analyzing the data, and 
reporting the findings.  

A forensic image of each forensic artifact (e.g. documents, 
images, emails, etc.) must be made so that the integrity of the 
evidence is preserved.  This can be done through the use of
write blockers and can be checked through the use of hash 
values. 

FTK Tools can be used to create a 
forensic image of the data so that the 
forensic artifacts can be accessed 
while maintaining its integrity.  

Exiftools can be utilized to analyze 
and alter the metadata of an image. 
Such metadata can include 
date/timestamps, GPS coordinates, 
devices utilized, image descriptors, 
and so on. 

HxD can be used to file carve, 
including locating, restoring, 
and altering files through the 
hex code.

Considerations that had to be made:
● Amount of artifacts that students can analyze
● Types of artifacts that will be available
● Any misleading information/artifacts
● Devices used to collect artifacts
○ How many collaborators are taking part in the “crime”?

● Creation of timeline when the “crime” took place
○ What dates/times were used for “casing” the lab where the 

equipment was taken from?
■ Which collaborator is responsible for which part at which time?

○ What dates/times would the “crime” actually take place?
● Collection of supporting documents/files to be included in 

the investigation
● Ability to scale up or scale down the investigation based on 

individual student/classroom needs
● Forensic tools that will be available to the studnets
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